MpodwmnakTuueckme Matepuanbl MO NPeAynpeXxXAeHNI0 U MpecevyeHUd MMYLLECTBEHHbIX
NpecTynJjieHnii, CoBepLIaeMbiX 3/I0yMblLLJIEHHUKAMU C UCNOJIb30BaHueM UTT.

MpaBoOXpaHUTESNbHBIMI OpraHaMn BCE Yallle PEerncTpupyroTcs (akTbl COBEPLUEHMSI XWULLEHWUIA AEHEXHbIX
CPefCTB C NIMLEBLIX CYETOB rpaXkaaH C MUCMOJIb30BAHMEM COBPEMEHHBIX MH(OPMALIMOHHO-TENEKOMMYHUKALIMOHHBIX
TEXHOJOrWiA. MoTEepneBLLNMM CTAHOBATCA XXWUTENN PasfMyHbIX BO3PACTHbIX rpynn. MpecTyrnHUKK Npu CoBepLUEHUM
XMLLIEHWUI MOCTOSAHHO COBEPLLIEHCTBYIOTCS, MPUAYMbIBAs HOBbIE CNOCO6LI, MPU 3TOM aKTUBHO UCMONb3YIOT UHTEPHET-
pecypchl, TOProBble MOLAAKN, BO3MOXHOCTU LidpoBoii TenedoHuu.

Ha cerogHsilWHWI JeHb Haubonee 4acTo BCTpeYaloTcs cCriedytolme  crocobbl  coBeplLueHUs
ANCTaHLMOHHbBIX XULLEHWIA:

1. XuweHne coBeplleHo C MCnosb3oBaHMeM cpeacTtB IP-tenedoHun u  TenedoHOB COTOBbIX
oMepaTopoB MNoOA NPeanoroM npeaoTBpalleHns HECaHKUMOHUPOBAHHOIO  CMMCAHWS  AEHEXHbIX CpeacTs,
odopMneHnst kpeanTa, 6110KMPOBKM GAaHKOBCKOW KapTbl, COXPaHEHUS! AEHEXHbIX CPEACTB Ha «PE3epPBHOM» CUETE.

MpecTynHUK BBOAUT >XEpPTBY B 3abNyXAeHWe C MOMOLLbI0 METOAOB TakK HasblBAEMOM «COoLMANbHOM
WHXXEHEPUM», MOJlydyast PEKBM3UTbI GaHKOBCKOW KapTbl M opHopa3oBble koAbl B CMC, co3faHHble Ans
naeHTudbmKaLmMmn nmua B CMCTeMe AUCTaHLMOHHOrO 6aHKOBCKOro 06Cny>XmMBaHUs, Kak BnagensLua, nmbo 3actasnseT
noTepneBsLUero yCTaHOBUTbL NporpamMMbl yaanéHHoro aoctyna «Team - Viewer» nnn «AnyDesk», pacnopspkaeTcs
UMEIOLLMMMNCS Ha NIMLEBOM CYETE AEHEXHbIMU CPEACTBaMM, Kak NpaBuio NepeBoas X Ha MOAKOHTPOJIbHbIE CHETA,
MCMOSb3Y$s pa3fiMYHble MAATEXHbIE CEPBUCHI, SNEKTPOHHbIE KOLLENbKM 1 HOMepa TenedhoHOB ONepaTopoB COTOBOM
CBSA3W.

B paHHOM cnyyae Heo6xoAMMO HeMeAJ/IeHHO MpeKpaTUTb pa3roBop, NO3BOHUTb MO HOMepy
«ropsiyein IMHMN>»> 6aHKOBCKOro yupexxaeHus, B KoTopoM ocopmieHa Bawla 6aHKoBckas kapTa, 1M6o
JINYHO noceTuTb opmuc 6aHKa N NOMHTEPECOBaTbCA MO NOBOAY COMHMUTEJIbHbIX NEepeBOAOB.

3anomHute! CoTpyaHukmn 6aHka HUKorga no tenedoHy He 6yayT cnpaliMBaTb NepCcoHasbHble
AaHHble 6aHKOBCKUX KapT, TeM 6onee kog s CMC. He cyuwjecTtByeT Takoro Buaa CoOXxpaHeHusi CpeacTs,
KaK BHeCEeHMe HaJINYHOCTU Yyepe3 TepMUHaN Ha «pe3epBHbIN>» CYET 60 nepeBoa Ha abOHEHTCKUIA
HoMep. Hu B koeM cnyuyae He nepefaBaliTe NepcoHasibHble AaHHble CBoeli 6aHKOBCKOI KapTbl, He
yCcTaHaB/MBaliTe B cBoeM cMapTdoHe nn6o kKommnbioTepe kakue-imbo nporpaMmbl Mo npocbbe
HEen3BeCTHOro suua.

2. XulueHne coBepLIeHO NoCpeacTBOM TenedoHHOro 3BOHKa Mo BUAOM MOoKynaTens nvbo npoaasLa
Mo pasMeLlEHHOMY 06bSIBNEHMIO Ha TOProBbIX MOLaAKax cauToB «ABUTo», «HOna» u T.n.

MpecTynmHMK BBOAWT XepTBY B 3abnyxaeHuwe, MOSICHAS, YTO B CBS3M C HaXOXAEHMEM 3a npeaenamu
OpeHbyprckoit 06nactu, TMYHO NnepeaaTtb AEHbIM HE MOXET W MpeanaraeT OCYLECTBUTb CAEMKY AMCTaHLMOHHO.
[na 3TOro, Kak NpaBuo, N1ua nepexoasaT ansg obuweHns B MecceHaxkepsl, Yawe «WhatsApp», AoroBapuBaloTcs 0O
nonyyeHmn (oTnpaBke) ToBapa C MoMmoLblo cnyx6 poctaBkm (Avito — pgoctaBka, CDEK, Boxberry wn T1.n.),
MPEeCTYNHUKN CKUABIBAOT WHTEPHET — CCbIIKY Ha uwWMHIoBble (NoAAenbHbIE) CalThl, rAe >XepTBa BHOCUT
PEKBU3UTbI 6GAHKOBCKON KapThl.

3anomHuTe! Toproebie NOWAAKN OCHALLEeHbl CUCTEMOM 3aLUTbl OT COMHUTEbHbIX onepauui
no nepeBoAy CPeAcCTB, No3BossAOLWEd 6/N10KMpOBaTb Ppas3/iMyHble CCbIJIKKM, No3ToMy ecnu Bac
nokynartesb/npoaaBel MPOCUT NepenTr K 06L1eHNI0 B MecceHaKepe U KUAAeT CCbiIJIKY, TO 3TO NepBbii
TPEBOXXHbIW CUrHaJs K TOMYy, 4YTO Bac xoTaT 06MaHyTb. 3auyacTylo CCbUJIKM, OTNpaBJjisieMble
npecTynHUKaMMm, Mo Ha3BaHUIO MOTrYT 6bITb CX0XKM C HA3BAaHUSIMM Pa3/IMUHbIX KOMNAaHWA NO AOCTaBKaM
TOoBapa, pfAayke C Ha3BaHMSIMM CaMMX TOProBbix mnnowaaok. He nepexoaute nNO CCbiIKaM,
oTrnpasJ/ieHHbIM HEU3BECTHbIMM JIMLIAMM.

3. XvleHne coBepLlleHO MOCPeACcTBOM TenedOHHOr0 3BOHKA MoA MpeasioroM BblAauu KpeauToB
(3alimoB).

B [aHHOW cuUTyaumMu, [0 COBEPLUEHUS MPECTYMNSIEHUs, MOTEPMEBLUMI CAMOCTOATENIbHO HaxoauT
NpeasioKeHNs B MHTEPHET cpefe O NpeAoCTaBeHUN KpeauTa, nepenas Ha «(ULLMHIOBLIN» CalT, OCTaBNSIET CBOM
KOHTaKTbl. 3/I0YMbIWMAEHHUK, MOA BWAOM paboTHWKA KPEeAUTHOTrO YYpeXAeHWsl, CBA3bIBAETCS C XXEPTBOM,
BbIMAHMBaEeT pPEKBM3UTblI KapTbl MoA4 MPeasoroM oOnaaTbl KOMUCCUM W pacriopshkaeTcs AeHbramu 4epes
NOAKOHTPOSIbHblE BaHKOBCKME CYeTa.

B pgaHHOM cnyyae HapoO 3HaTb, YTO, BeAs NMeperoBopbl Mo TenedoHy No NoBoAy AOCTaBKMU
KpeAuTHbIX AEHEeXHbIX CPeACTB M 3apaHee ofJiauuMBas yCJiyrM Kypbepa, CyMMy 3a CTpaxoBaHue M
OTKpbITUE cuéTa, 6e3 AOKYMeHTaNIbHOro noAaTBepxAeHus, Bbl puckyete octatbcs 6e3 aeHer. CaMbliii
HaA&XHbIA cNOCco6 nonyyeHusi KpeauTa — 3TO JIMYHOE nocelleHne 6aHka.

4. XULLEHME COBEPLUIEHO C UCMOJb30BaHMEM «(DULLIMHIOBbIX CaiTOB» B CETU WHTEPHET.

Kak mpaBu/io 3TO «ABOMHWKW» CAWTOB Npofaxk aBMabunieToB, CalTOB WHTEPHET - MarasvHOB OblTOBOM
TEXHWKM, 3NEKTPOOOOPYAOBAHNS U 3NEKTPONHCTPYMEHTOB. Pa3nnuaTbCst Takme CaiTbl OT HACTOSILLMX MOFYT B OAHY
6yKkBY Unu undpy. JoMeHbl TakMx CalToB 06bIYHO 3aperncTpupoBaHbl 3a npegenamu Poccuiickoin deaepaumm.

Heo6xoAMMO NOMHUTbL M 3HaTb, YTO CaMblii HaAEXHbIKN cnocob npuobpereHns 6uneroB — 3TO
Kacca asponopTa, XeJIeSHOQOPOXKHOro TpaHcnopTta. Ecnm ke Bbl pewwmnu Kynutb 6uner B cetu
MHTepHeT, TO He06X0AMMO BHUMATE/IbHO U3YUYUTb CalT, MOUYNTATb OT3bIBbl.



5. XuLeHne coBepLUEHO C UCMOJb30BaHNEM CETU VIHTEPHET B coumanbHbIX ceTsX («OAHOKMACCHUKN»,
«BKoHTakTe», «MHCTarpam»), B TOM uncie MNyTéM B3/10Ma CTPaHuL,.

B 3TON cuTyaumm NpocnexunBaeTcs 3aKOHOMEPHOCTb: B «OAHOKIACCHMKaxX» XepTBaMy CTAHOBSTCS nuua
MOXWIOro Bo3pacTa, NPeASIOroM sIBfISIETCS MHUMas BbIMiaTa BCAKOro poaa komneHcaumin (HAC, gonnatsl K neHcUm
M T.M.). B ceTn «BKOHTaKTe» 3/10yMbILLIIEHHUKOM B3/1aMblBaeTCsl CTPaHMLA CBSA3EM MOTEPreBLEro U OT UX UMEHM,
nyTéM nepenucky, 3anpalmBatoTCsl AeHEXHble CPeACTBa B A0S, C YKa3aHWEM PEeKBU3UTOB BaHKOBCKOM KapTbl. B
coumanbHoi ceTu «MHCTarpamM» pacnpocTpaHeHbl Tak Ha3blBaeMble MHTEPHET — CTPaHWLbl MPOAAX BELLEN, rae noa
BMAOM CAESIKM MPEeCTYNHUKW 3aBaZieBaloT peKBU3UTaMM BaHKOBCKMX KapT MO0 BbIHYXAAIOT BHECTW MpeaonnaTty
3a TOBAp M He UCMOSHSOT CBOMX 0643aTenbCTB.

Ecnu Baw 3HaKoMbIi B COLMaNIbHOWM CETU NMPOCUT AEHbIrU B [OJII, HE06X0AMMO CBA3aTbCA C HUM
no tenecdoHy, 6o ybeantbcsa B xoAe nepenuckm, 4tTo ¢ Bamm obujaercs MMEHHO OH, @ He MOLUEHHHUK,
Y KOTOpPOro B NoJib30BaHNU HAXOAUTCS B3/IOMaHHasi CTpaHuMLIa 3HaKOMOro.

6. XuleHne coBeplleHO nocpeacTBoM TenedOHHOr0 3BOHKA MO4 MpeasioroM 0cBoboxaeHus
POACTBEHHMKA OT YrOSIOBHOM OTBETCTBEHHOCTM. MPECTYMHUKM 3BOHSIT, Kak MpaBWIO, Ha AoMallHue TenedoHsbl,
NpeacTaBnsioTCS COTPYAHUKAMU MPaBOOXPAHUTENbHBIX OPraHoB, AOBOAST JIOKHYKD MH@OPMaUMio O TOM, 4YTO
POACTBEHHUK cobeceaHnKa skobbl nonan B 6eay (ATI, céun yenoseka, n3bun koro-nnbo v T.n.). B AaHHOM cryyae
NPeCTynHUKN npeanaratT pelwnTb BOMpoc, Ans 4ero TpebyeTcs onpefeneHHas CyMMa [eHer, KOTOpyl B
nocneaylowem 3abupailoT yepe3 TakCUCTOB, NMBO npeanaratoT 3a4YnCNUTb [AeHEeXHble CpeacTBa Ha 6aHKoBCkMe
PEKBU3UTI.

byabte BHuMaTenbHbl! Mpy noctynneHun noAoO6HbLIX 3BOHKOB, HECMOTPS Ha YroBopbl
NMPEeCcTynHUKOB O TOM, YTO HE CTOMT 3BOHMTb HMKOMY, HEMEMJIEHHO CBSKUTECb C POACTBEHHUKOM,
KOTOPbI/ nonan B «6eny».

B pasroBope coxpaHsiiTe CMOKOWACTBME M He Ha3biBaiiTe AaHHble POACTBEHHMKA, CKaXkute
HEU3BECTHOMY, 4YTO 6yaeTe nNo AaHHOMY (akTy o6pallaTbCca B NpaBOOXpaHUTEIbHbIE OpraHbl.

7. XuLleHne coBepLUeHO Moj BUAOM NpeAoCTaBieHns pasnyHbIX YCIyr, HanpuMep, no opopMaeH1o
[OKYMEHTOB 4151 TPyZAOYCTPONCTBa.

[aHHble NpecTynneHnsi COBEPLLAIOTCS B Pe3y/ibTaTe pa3MeLLEHNS Ha MHTEPHET-CaliTax No NpPeAoCTaBAEHMIO
ycnyr obbsiBNEHUMA MO CheumanbHO 3aHWXXEHHOM CTOMMOCTM. B pesynbTaTe nocnepytolwero obmaHa >KepTBbl
MOLLEHHVKOB MepeyncnsioT 3a4aTok Mbo BCO CyMMy, He Mosyyas pesyfbTaTa.

3anomHute! Hu B koeM ciiyyae He CTOUT NEPEeYUCIATL AEHEXHbIE CPEeACTBa, He y6eauBLUKCH B
TOM, YTO Ha CaMOM fiefie CywWecTBYeT OpraHu3aums, yclyraMm KoTopoii Bbl XOTUTEe BOCMO0J/1b30BaTbCS.
MpoBepbTe opraHvMsauuid NyTéM MOHUTOpPMHra cetu MHTepHeT, nouuTaiiTe OT3biBbl, Nonpobyiite
CBA3aTbCA C MNpeAcTaBUTENSIMM M MOUHTepecylTecb, KakMM BUAOM [AeATesIbHOCTU 3aHMMaeTcs
opraHusauus U Kakue ycJyru npeaocraBisier.

8. XuLLeHnn coBepLIEHO MOCPeACTBOM CeTU MHTEpHET noa NpeasioroM OKasaHUst MacCaXKMpCKMX yciyr
yepe3 cepBuC (NPUNOXeHME) Mo NOUCKY NonyTyYmMkoB «BlaBlaCar»:

[aHHble NpecTynieHnsl COBEpPLUAIOTCS B pe3ynbTaTe pasMelleHust 06bsBNeHus vyepes npunoxexHue. Ans
3TOro NMua, Kak NpasuIo, nepexoasnT ans oblweHns B meccenaxep «WhatsApp», rae B xoae nepennckn NpecTynHuK
CKMABIBAET CCbIIKY ANs onsaTbl IM60 6pOHMPOBaHMSI MOE3AKM, MPOWAS MO KOTOPOM XXePTBa BHOCUT PEKBU3UTLI
6aHKOBCKOW KapTbl.

Heo6xoaMMO NOMHUTb M 3HaTb, YTO CaMbli HAAEXHbI CNOco6 nepeABMKEHUA — 3TO
nepeaBKeHUE Ha TPAaHCMOPTE, MO KyMJIEHHbIM 6uieTaM B Kaccax a3ponopTa, XKee3HO[OPOXKHOIo U
aBToBOk3asiax. Ecnu e Bbl pewlunnm BoCnosb30BaTbCs CEPBUCOM MO NOUCKY nonyTumkos «BlaBlaCar»,
TO Heo6xoAMMO NepeAaBaTh AEHbIM 3a NOE3/KY TOJIbKO U3 PYK B PYKU Npu BCTpeye B aBTOMo6une nnm
no NpPU6bLITUIO K MeCTy Ha3HaYeHus.

9. XvlieHne COoBepLIeHO MOCPeacTBOM ceTn WHTepHeT nyTéM pasMelleHns uHdopMmaumm o
npeaocTaBAeHnn yayr Aocyra.

B paHHOW cuTyauMu, [0 COBEpLUEHMS| MPECTYNSeHnsl, MOTEPMEBLUMIA CaMOCTOSTENbHO HaxoauT
NpeasioKeHNs B UHTEPHET-CPeAE O NPefoCTaBEHNM AaHHbIX YCyr. XXepTBa CBSA3bIBAETCS C 3/10YMbILLIEHHUKOM M0
YKa3aHHbIM abOHEHTCKMM HOMepaM 1 MoA NpeanoraMu onsatbl YCIyr, CTPAX0BKM MEPEBOANUT AEHEXHble CPeacTBa
Ha yKa3aHHble cyeTa NocpeACcTBOM MOBWIBHOMO 6aHka MM TepMUMHana onnaThbl.

He crout nosnb3oBaTbCA AaHHbBIMM BUAAMM YCAYr, T.K. OpraHuMsauuMs [aHHOro BuAa
AeATes/IbHOCTU 3anpeLyeHa Ha Tepputopum PO u Bneuer 3a coboii agMMHUCTPAaTUBHYIO U YrONIOBHYHO
OTBETCTBEHHOCTb.

Ecnu Bbl Bce - Taku pelunnm 3apabotaTb AaHHbIM BUAOM, TO CJZiefyeT UrpaTb Ha NPOBEPEHHbIX
6MprKax, a TaKKe NoJIb30BaTbCA YC/IyraMu NpoBepeHHbIX Nl (6pokepoB), 3aHMMAIOLMNXCA AaHHOMW
AeAaTenbHOCTbIO. TakKe crieflyeT 0CO3HaBaTb PUCK NMOTEpPU CBOMX [AEHEXHbIX CPeACTB MpU Urpe Ha
6uprKe, MHBECTMPOBaHUU, B TOM YMC/IE OYEHb KPYNHbIX CYMM.



